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1 Figures based on published data from Ferris
Research, Radicati Group, and IDC.

Get bigger!  Get thinner!  
Get richer!  Get spcqy
qccvrmp!  We’re all getting

it — spammed, that is.  Industry
research estimates that in the United
States, anywhere from 20 to 40
percent of all inbound e-mail traffic
is spam.  That means upwards of
1.96 trillion spam e-mails will be
sent in 2003 alone at a cost of $10
billion to $20.5 billion to US busi-
nesses.1 While the exact spam facts
and figures may vary between
research firms, one thing is certain:
Spam is more than a nuisance.
It costs real money, consumes band-
width, increases administrative
overhead, decreases worker produc-
tivity, and undermines messaging
platform security.

This article details securiQ.Wall
from GROUP Technologies, a sure-
fire arsenal of anti-spam weapons
integrated within one application 
for Notes releases 5 and 6.  First
introduced to Notes users in 1995,
securiQ.Wall has pioneered e-mail
content filtering and anti-spam 
protection.  Its rich toolset differen-
tiates securiQ.Wall from many
newcomers to the anti-spam market.
And, with the integration of
GROUP’s new Content Recognition
Engine (CORE) technology,

securiQ.Wall incorporates a
machine learning function for
advanced text classification.  

securiQ.Wall — Your
Anti-Spam Arsenal for
Safe E-Mail
Business users require safe e-mail —
business-only correspondence that
eliminates exposure to viruses and
worms, e-mail address harvesting,
resource-consuming files, porno-
graphic material, industrial espionage,
and a litany of get-rich-quick and
self-improvement schemes.  To
deliver safe e-mail, network adminis-
trators must also separate good mail
from bad mail.  Things get a bit
tricky here, however, as mail that’s
bad for some may be good for others.
Smart filtering ensures that legitimate
mail is not flagged as spam (false
positives).  To effectively fight spam,
ensure safe e-mail delivery, and elim-
inate false positives, securiQ.Wall
integrates a wide variety of tools and
technologies.  The complete toolset,
which handles both Internet- and
intranet-based e-mail, is detailed in
“The Anti-Spam Arsenal” sidebar.

Text Classification with
securiQ.Wall’s CORE
securiQ.Wall’s anti-spam and content
filtering arsenal is fortified with

GROUP’s CORE technology, which
classifies inbound and outbound
e-mail through statistical text analy-
sis.  CORE organizes all e-mail
(both new and existing messages)
into any number of defined cate-
gories, with safe mail appropriately
routed.  CORE is based on the
Support Vector Machine (SVM)
algorithm, which is recognized as a
standard tool for advanced machine
learning and data mining.  Unlike
other spam-filtering algorithms,
SVM is easily adaptable, flexible,
and quick-processing for low CPU
consumption.  And, SVM has
achieved significantly high success
rates for spam detection and text
classification while minimizing 
classification errors.  

How CORE Continually
Adapts to Spam

A Notes administrator can easily ini-
tiate CORE’s training and machine
learning functionality.  E-mail identi-
fied as spam is copied and pasted into
the CORE training database.  Items
are tagged for specific categories, and
the CORE training job is enabled.
CORE’s SVM algorithm analyzes
e-mail on any number of defined
parameters such as e-mail address,
domain type, content, attachment,
time zone, and the percentage of 
non-alphanumerical characters and
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The Anti-Spam
Arsenal
• Body Content Filtering —

Blocks all unwanted content

• Sender and Recipient 
Analysis — Monitors sender-
recipient combinations

• Header Scanning — Targets
subject line for noncompliance

• Attachment, PDF, and Zip File
Filter — Scans all attachments
for inappropriate content

• Pornographic and Embedded
Image Detection — Blocks
pornography

• Recipient Limitations —
Protect against internal 
spamming

• Heuristics Analysis — Searches
for spam-like characteristics

• Honeypots — Attract and
capture unsafe e-mail

• HTML Scans — Identify spam
posing as HTML content

• Flood-Attack Protection — 
Blocks multiple messages in 
both sender/domain and
sender/recipient combinations

• Live-Message Testing —
Monitors e-mail for policy 
violations

• Local “Deny” Lists — Block
specific addresses

• White Lists — Enable e-mail
receipt by trusted senders

• Black Lists — Block e-mail
from known spammers

• Automatic Spam Deletion —
Reduces administration costs

• Spam Quarantine — Enables
ongoing e-mail policy 
development

• Spam Tagging and Forwarding
— Forwards unwanted e-mail to
administrator

• Reporting Capabilities —
Capture spam data in quarantine
database

Figure 1 Core Technology Analyzes, Classifies, and 
Routes Messages

capital letters.  Text is classified,
spam probability is determined, and
e-mail is routed to the appropriate
text category.  As few as 25 e-mails
can establish definition parameters
for text categories.  Notes adminis-
trators update CORE’s training
database with newly defined spam;
CORE periodically reviews this 
training database and refreshes text
classifications accordingly.

CORE continually refines and
improves spam detection and content
filtering capabilities to thwart new
spam.  This is a key strength of the
SVM algorithm — its ability to
quickly learn new text characteristics
and apply this knowledge to
securiQ.Wall before more spam
can worm its way to the desktop.
CORE not only recognizes spam,
but it also classifies incoming
e-mail content and maps mail to any
number of business functions within
an organization (see Figure 1).  

securiQ.Wall Eliminates
Up to 97% of All Spam
As spammers become more creative
in their pursuit of your messaging
platform, you need an intelligent
spam analysis toolset to keep you

one step ahead of the next spam
attack.  securiQ.Wall blocks
upwards of 97% of all spam, and
false positives are all but elimi-
nated.  This translates into increased
worker productivity, improved
network performance, and tighter
messaging platform security.  Users
get the mail they need to do their
jobs, and you can focus on more
business-critical applications.
Moreover, securiQ.Wall’s rules-
based architecture and CORE
technology combine to deliver a
dynamic and flexible solution that
continually adapts to your require-
ments.  securiQ.Wall’s complete
arsenal of advanced anti-spam
weapons also tackles broader
content filtering and e-mail 
management challenges.  With
securiQ.Wall, Notes administrators
have a powerful application that not
only blocks spam but creates an
infrastructure for e-mail security,
organization, and management.


