Think Lotus GROURP




IQ.Suite WebCrypt: Email encryption for everyone

Intellectual property is one of a business‘s most important assets, and when it comes to the exchange of this and
other sensitive corporate information, confidentiality plays a critical role. For email, complex encryption methods
like PGP and S/MIME have been addressing the challenge of confidentiality for years. iQ.Suite Crypt has been
helping customers stay current with the latest email security requirements and methods since Day One.

Ensure confidentiality

Most businesses have long recognized that failure to
provide a secure process for exchanging information
across corporate boundaries can have explosive
consequences. Unfortunately, the implementation

of an encryption solution that allows individuals

from unrelated organizations to communicate within a
secure environment is often difficult. This is because
centralized encryption solutions ultimately require that all
participants use the same encryption method, which in turn
requires the deployment of method-compatible software on
all sides, which is not always possible.

How can organizations rise to meet this email security
challenge without opening the doors to industrial
espionage? How can sensitive email be exchanged
with customers and partners who don‘t have their
own encryption solutions? And how can compliance
with legal data protection mandates be maintained?

Protect your knowledge,
secure your communication

iQ.Suite WebCrypt is the intelligent answer to these
questions. It offers an easy and reliable way to safeguard
your email communication with customers and business
partners. As a supplement to iQ.Suite Crypt, it can be
quickly and seamlessly integrated into your network and
enables the immediate exchange of encrypted email
without requiring your communication partners to install
additional hardware or software.

Instead, encrypted messages are registered through

a secure port on the WebCrypt server. The process is
easy to visualize: You send an encrypted email as usual.
Your communication partner receives a standard email
containing the encrypted email as an attachment, and can
review the encrypted content at any time by establishing
a password-protected connection to the WebCrypt server.
Saving encrypted attachments and creating secure
responses is also supported. Because all content remains
in the email recipient’s possession and no actual content is
saved on the WebCrypt server, potential requirements for
retention and long-term storage never come into play.
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Productivity in focus:
Centralized management

The centralized management approach common to all
GROUP solutions is also part of iQ.Suite WebCrypt.
Administration tasks, as well as functions for sending

and retrieving encrypted messages, are all initiated

via a flexible web interface that makes working with
iQ.Suite WebCrypt intuitive and easy. An integrated backup
process ensures user data is always secure.

Raise the confidentiality and integrity of your organization’s
messaging process to pioneering levels. Cross corporate
boundaries in security. Go beyond the usual limits with
iQ.Suite WebCrypt.

Secure, password-protected
connection over https

iQ.Suite WebCrypt delivers more

m Protection of intellectual property and a simultaneous
increase in communications efficiency

m Secure processes for confidential email correspondence
without PGP, S/IMIME or PKI structures

= No requirements for communication partners
to install additional hardware and software

m Fast and seamless integration with iQ.Suite Crypt
m Centralized, integrated user management

m Scalable and flexible architecture
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