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1 I ntroduction
iQ.Suite ClientAdmin is the solution for centralized Lotus Notes client management.

Without the appropriate tools, the configuration of the many different parameters and objects in
Lotus Notes has always been and remains difficult Zif not impossible. Whilst in many areas Lo-
tus Notes / Domino Policies are clearly helpful, for client management they are mostly insuffi-
cient.

iQ.Suite ClientAdmin allows to enforce settings both onZlemand (one time), as well as perma-
nently i for certain users, groups, certifiers and/or on clients with specific properties (e.g. Lap-
top, desktop, Citrix, or IP address).

For permanent actions, there are two further options:

Actions that are to be executed oftento alwaysatever y cl i ent stwefrt (this
healingorequires a client restart)
Actions that influence the client behaviour for its whole run time (during the entire client
session) (Real-time control)
With the help of iQ.Suite ClientAdmin significant cost-savings can be achieved: Ensuring that
certain problems do not occur at all any more, or making sure that clientscan fi h e ams @ lhwee s 0
based on locally stored actionZets (even without connection to the enterprise), clearly reduces
the number of helpdesk calls.
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2 Architecture Overview

On the client-side iQ.Suite ClientAdmin consists of one single DLL which is deployed into either
the Lotus Notes program or data directory (under Citrix the program directory is highly recom-
mended but not mandatory), and is activated on clients by adding one entry to notes.ini
(EXTMGR_ADDINS=; if the entry already exists, it is simply added to the existing line using a
comma-separator as to register multiple extension manager addins).

In addition, no other files, databases or Windows components are needed on Lotus Notes cli-
ents, nor are any changes to Notes shortcuts (Windows application shortcuts) required.

On the server-side iQ.Suite ClientAdmin consists of only two Lotus Notes databases; one con-
tains the instructions for clients (configuration database), the second one stores detailed infor-

mation about clients and their respective configuration (analyze database). No server tasks are
required.

2.1 Integration in Lotus Notes

The integration with IBM Lotus Notes is based on an extension manager DLL, a specific form of
integration into the Lotus Notes / Domino platform.

Extension managers are widely used for a great many different topics in the Lotus Notes / Dom-
ino world, such as: (on both Domino servers, as well as Lotus Notes clients):

Virus scanners,
Fax extensions, or
Automatic attachment (de)compression

In principle an extension manager is a DLL (.so, .dylib) written in C (++), which makes use of an
integration mechanism into Lotus Notes / Domino provided by IBM.

Upon starting Notes / Domino, Notes / Domino loads each extension manager add4n, which
again register themselves for a variety of subsequent events in Lotus Notes (e.g. for when sav-
ing files, or the successful login of an end user) as to be called again by Lotus Notes at each
such respective event. iQ.Suite Client Admin integrates itself into Lotus Notes / Domino at up to
four different moments Zdepending on the licensed and used featureAet:
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1.) Before the Lotus Notes login dialog (or SSO authentication) (2) e.g. to execute actions
that prepare login (enforce specific location documents, further automate initial installa-
tion and upgrades of clients)

2.) After Lotus Notes login (4) Here, only new and changed actions are downloaded from a
fcentraloconfiguration database on the respective mail server of each user to be exe-
cuted immediately thereafter i together with already known, locally stored, permanent
actions

3.) Whilst the client is running / during the entire client session (5) for example for auto-
matic compression and decompression when attaching, opening, saving and editing file
attachments, as well as to optimize server access (to near/nearest/specific servers)

4.) Upon Client shutdown (6) e.g. to backup selected client data onto a network drive for
roaming or into a central Domino database for further analysis

The iQ.Suite ClientAdmin DLL autoZdapts to the respective end users Notes release, install
type and language i from Notes 5 to including 8 (Standard (=Eclipse) and Basic Edition),
through local and networkZ singleZand multiuserZ roamingZand nonZoaming4nstalls; meaning
that one single DLL covers all possible client configurations.

2.2 Runtime Overview and Security Considerations

Before Lotus Notes displays the login dialog (3), iQ.Suite ClientAdmin already executes any
previously downloaded, centrally configured actions (2) set to run at the respective client start.
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Thereby, for example, automated creation of missing location documents can be ensured,
which are subsequently personalized based on the then current end user after login (4).

iQ.Suite ClientAdmin is entirely based on the security architecture of Lotus Notes. Therefore,
access to a Domino server is not possible before login (2) (otherwise Lotus Notes displays a
separate authentication dialog); after login (4 to 6) any access to a Domino server is done in the
context of the then logged in end user.

A user only gets exactly those new or changed actions (at the beginning of 4) which he is able
to see / read in the central configuration database based on reader fields - here, too, the secu-
rity components of Lotus Notes / Domino apply to iQ.Suite ClientAdmin.

The configuration database itself is secured through its access control list (ACL) i so only
authorised people and groups are allowed to create and manage actions.

Re-route or prevent server
accesses in real time

3/_;7—’ me=—
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Terminal Server clients

1

Local
hard disk

Local

Redirect or prevent
local database
operations in
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!
"' I Jipr I
MNetwork file server Metwork file server

2.3 Central Collection of Client Configurations

The writing of the actual client configuration into, for example, the central analysis database is
also based on reader fields, so that every user can only see her/his own data in it. Access to all
client configurations again requires a special role in the ACL of the analysis database.

The data that can be collected includes:
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Computer properties (laptop, desktop, Citrix, computer name)

Operating system properties (paths and directories for e.g. Windows and temporary

files)

Lotus Notes desktop: which databases a user has on her/his desktop (but not: how of-

ten and long she or he uses them)

Lotus Notes bookmarks: which bookmarks a user has (again, no details on actual utili-

zation)

List of all local databases and replicas (filename, ODS, size)

Notes.ini and ECL configuration
Optionally, additional information can also be collected centrally, such as, for example, all ID
files of a user, the log file, the IBM Support directory (NSD files), location documents, connec-
tion documents, accounts and certificates. The respective configuration is entirely customizable.

3 Client Management 0 Different Approaches

There are three different approaches for client management; many enterprises choose hybrid
forms from the following:

3.1 Client Management o0on demand 6

On demand client management is the classic provision of a help-desk team to support users. If
a problem occurs it is common that the same problem will happen for other users and require
the same fix, so helpdesk teams can be found suggesting or making the same adjustments to
clients repeatedly, maybe even to the same user.

fOn demandoclient management is the most expensive form of client management because of
the continuously recurring expenditures.

This client management approach is mostly used due to missing or wrong tools.

32 Client Man ag9%misenbugho 6

Is it a success if a problem can be solved for "90%" of all users automatically? No, far from it:

According to our experience, the remaining "10%" are responsible for 70-80% of the total ex-

penditures related to client management. The majority of all end users are almost always ad-

dressed with one funiversal o solution (uggrade pac
further resulting problems are addressed afterwards. This is mostly because problem us-

ers/cases cannot be identified upfront (due to the lack of transparency as to who has what) or

the "solution" is simply not capable of handling exceptions i worst case both.

In addition, virtually 100% of all "VIPs" in an enterprise are part of before mentioned "10%".
Frustrated end users, helpdesk staff, administrators and VIPs are counterproductive when it
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comes to the general acceptance of a platform - especially when it is much more than just an
email platform, as is the case in many companies with Lotus Notes / Domino.

Y

Together, theclientman agement appr oac h eamsdMO% is énoughg dreaisa n d 0
the main cause for "Worst Practices" being turned into "Best Practices": frequent deletion of
bookmark.nsf, cache, desktop*.dsk / ndk, for example, is often used to "solve" client problems

or rather symptoms. This however neglects the large amount of subsequent expenditures: Us-

ers must recover their icons and bookmarks lost thereby, which clearly takes up more time than

the ostensible time profit "gained" from deletion in order to supposedly "solve" a problem.

3.3 The S olution: Client Management well thought -out
Effectiveness = doing the right thing // efficiency = doing things right
Doing the right things right == key to success

How would it be if you could solve the majority of your client management problems with a
smart solution, without subsequent work? Admittedly, this requires preliminary work, however, in
contrast to continuous subsequent work, preliminary work is a one-time-effort. Preliminary work
therefore pays off multiplicatively.

Properly pre thought problem solving can be automated up to permanent problem prevention -
compared to all before mentioned client management attempts, this approach clearly is by far

the most time- and costAaving all together, and implicitly raises productiveness in and accep-
tance of Lotus Notes / Domino.

Just as little as spam emails are filtered by hand - but rule-based, automatically-, client man-
agement can be automated extensively. Admittedly this requires a suitable set of rules.

iQ.Suite ClientAdmin allows for the configuration of adaptable rule sets for permanent, auto-
mated client management. In addition, rules in iQ.Suite ClientAdmin support extensive excep-
tion handling. Together with its comprehensive audit of Lotus Notes client configurations this
makes the essential difference to reliably identify and manage the before mentioned "10%" effi-
ciently and effectively.
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4 Installation
iQ.Suite ClientAdmin consists of the following three components:

1.) A configuration database (Server)
2.) An analysis database (Server)

On the server side it is advisable to replicate the databases across all mail servers, as mail
servers are usually best accessible by their respective end users.

In general, both databases also scale easily in big environments with several 100,000 users.

3.) A client-side DLL

iQ.Suite ClientAdmin
Architecture

Clients download new and changed o DBICTN. - IO
actlon:e. =k Siary ElensBitiom configurtation details back to server
server incrementally and execute Incrementally, too (object-wise)
them seamlessly !

As desctop icons, bookmarks, etc. usually do
not change for 90% of all users

Actions also run offline = traffic is saved accordingly
~25KB/User
mh For entire desktop & bookmarks,
— notes.ini, ECL, and more
1 single
DLL

The feature scope of the DLL (.so / .dylib) is determined by the license in the configuration da-
tabase.
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5 Principles for true Client M anag ement C ost Savings

When we first talk to prospects about client management, they almost always point out the fol-
lowing two requirements:

l)AWe need a tool to centrally solve Lotus Notes
hel pdesk we can help them without |l eaving our
2)Aal f we change sometthhiogt hee mgadnt doamdr e chan
Even though one doesné6ét have to |l eave ones desk, t

most expensive one.
The reason for this is best explained

a.) by comparing client management with mail spam filtering i you would certainly not want
to repeatedly Afilter spam, audit spa&m, filter
cially not based on users calling helpdesk), but rather create a set of filter rules which
then filter spam automatically and only occasionally require fineZuning.

b.) by pure maths: 100 calls = 100 changes, 1000 calls = 1000 changes, and so on i the
above approach does not reduce cost s, but only
your deskd to fidoing it from your setos ko, but vy
permanently enforced changes lead to onetime effort with significant reduction of per-
manent efforts.

c¢.) with the following graphical comparison of auditZand configuration efforts and the result-
ing benefits for daily operations of your IBM Lotus Notes clients:

a
\ | \ —
. \ —_— g
Configure
4 Banefi
0 1 2 3 4 5 L T B L

The above graph shows that with above outlined classic client management approach, auditing

/ monitoring leads to changes, all of which is done repeatedly. Whilst an organization imple-

menting such a client managementfis ol uti ono certainly does experien
solution based on audit-configure-audit-configure 1 especially at the very beginning i benefits

decrease over time as the hoped nétherperfanentlyqgot i on f or
beused, ongoing operated, tracked and traced tool o.
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On the contrary, this is what a client management approach comparable to spam filtering looks
like:

=

—— Configure

Benein

Whilst, admittedly, the initial configuration of a permanently to be enforced rule set takes more
t i me t hcantinud finedighfingdapproach, this initially higher effort pays back fast.

A solution targeted at permanent, automatic problem solving i if not prevention i guarantees
that client management efforts are actually significantly reduced over time. And by over time, we
mean weeks, not months or years.

The result of a client management solution that truly helps reduce helpdesk and administration
workload in daily operations (rather than just being a tool for not having to leave ones desk)
typically results in a ROI (return on investment) of two to six months.

To add a few other numbers to this, the following is what iQ.Suite ClientAdmin customers ex-
perience once they had understood i and implement according to i our client management ap-
proach:

Up to 100% successful and correct initial client setups as well as ongoing client configu-
ration

Up to 80% less helpdesk calls (instead of still 100% help desk calls with just a reduction
of vihg to |l eave ones desko)

Up to 70% shorter migration, recertification and consolidation project times i without

iQ.Suite ClientAdmin, many migration projects are not even possible at all (e.g. moving

dat abase after database, as opposed to fAeveryt
synching client configurations with serverAide changes and with iQ.Suite ClientAdmin

being able to process up to 3,000 changes per second’, any migration, recertification

and consolidation is possible and feasible.

! During a migration project, often many hundred databases are moved on a daily basis. If end users then return from a
2Z4neek holiday, many changes created in the meantime have piled up, leading to end users having to wait for them to
be processed. In smaller project this may at least be a few hundred, in larger migration projects this can easily add up to
several thousand changes waiting. On another note, end users do NOT only get those exact changes they need (as this
would be an administrational or computational challenge having to compute an individual package for each and every

user every day), but ALL changes. This makes any migration with ClientAdmin simple and easy i and fast.
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No end user complaints about runtimes i toolsfocuse d on fihel ps yoanot rdaol Isyoomet h i
donét care about performance. They d@deskataff have t o
isod viecer for mance issues by only creating targeted
transaction based). That is a whole different story compared to enforcing 20, 30 or even 100

settings at every client start-up (= permanent enforcement). If companies start using a transac-

tion based tool, they soon discover that they would want to apply more and more changes more

frequent 'y, which then | eads to significant uperfor man
tiono that helps you solve problems on pddsk one har
calls because end users complain about performance is not what we consider to be a solution i

thatés a tool, not hing more, and costly to operate

iQ.Suite ClientAdmin has helped companies from 50 to 150,000 users in over 40 countries re-
duce their helpdesk calls, ease daily operations, and i as dull as it may sound i make their end
users happier. Happy end users are vital for the support and success of Lotus Notes i espe-
cially in upper management. Often enough, transaction oriented tools look good when testing a
few instructions on a few clients. Surprisi ng | vy, pri or nosttestsgaeimadgwith! obal o,
way too few changes. Companies test whether a tool works, but not how well, fast, scalable.
Keep this in mind, when conducting your own tests i try creating 20 changes and enforcing
them (or doing them over and over again, if the tool does not allow for enforcement), try creating
20 changes for 50 people (and / or at least do the maths on what would happen then i how
many documents would the audit database have to hold, what about network traffic, and simi-
lar).

If you also want to test your migration with a client management tool, try adding several hun-
dred, if not thousand changes, and see what it feels like coming back from a week abroad, or
even a holiday. iQ.Suite ClientAdmin can easily enforce 200 desktop icons per second, and ap-
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ply up to 3,000 changes per second; if youdre runr
fit 10,000 changes into a single document with just 118 KB. Altogether this means you can en-
force a great many settings permanently, because iQ.Suite ClientAdmin allows you to do so.

Understanding this Adifferent clientingi@Bntagement afr
ClientAdmin and its configuration documents and why iQ.Suite ClientAdmin does not lack an-

swers to classic client management questions (e.g. fADi d action A work? Who di
but is aimed at not having to ask yourself such gt
want to constantly ask yourself fAWas Mail X filter
maximum take a few samples from time to time, and in the remaining time rely on a solution

without all the tracking & tracing overhead to begin with.

This leads us right to next topic: References & placeholders, which are a key success factor for
scalable client management. References and placeholders enable you to create one document
for several 10,000 users as opposed to one document per mail server, for example:

Dynamic configurations that automaticall ye-adapt tc
ment for flexible and scalable management of Lotus Notes environments.

Two examples:

Adding the public names and address book to the workspace of every end user i with-

out a dynamic configuration one icon action would have to be created for each and

every mail server. Using a dynamic configuration, it is one icon action that automatically

adapts to every end usero6s mai l server accordi
Backing up clientdatatoanetwor k dr i ve i ntoperadon systnduser-ect ory i
nameoi here, too, a variable is needed.

For the above outlined and many more business cases, placeholders and references can be
used.
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6 Act ions in iQ.Suite ClientAdmin

Changes, instructions and settings for clients with iQ.Suite ClientAdmin are entirely managed
throughsoc al | ed inthe donfiguratiod database.

For example, an action can add, change or remove one or multiple notes.ini variables, add
and/or position a database icon, create a replica and configure it on the replicator page, add or
modify a workspace page, or even apply mass changes (e.g. change all links across desktop,
bookmarks and replicator pages from one server to another) i to name just a few examples.

Actions can run

once, often or always (once a day or at every client start),

unrestricted or under certain conditions only (e.g. on certain weekdays, only when a

specific location is selected or within a certain IPZange, only on Citrix, laptops or desk-

tops),

for all or some user(group)s (again with optional exceptions)
Restrictions (frequency, conditions and targeting specific end users) can be combined easily
and flexibly. That makes it a breeze to add an icon and bookmark for a specific database to cer-
tain users, together with a local replica for laptop users only i with just one single document.
Just as easy is moving a mail file from one server to another i and unlike AdminP, which only
moves the mail file for its owner, iQ.Suite ClientAdmin also includes delegates.

iQ.Suite ClientAdmin downloads new and changed actions. Hence, if there are no new or
changed actions, client-server -communication is reduced to the absolute minimum (just a few
kilobytes traffic). New or changed actions are between 2 and 5 kilobytes in size i thereby even
50 or 100 actions lead to only little traffic, which also only occurs once due to the incremental
update architecture.

For large projects iQ.Suite ClientAdmin also supports the deployment of several hundred i if not
thousand i changes through one special consolidated instruction. 10,000 changes thereby fit in
just 118 kilobytes 1 if of interest, contact us.
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7 About GROUP Business Software

GROUP Business Software is the leading provider of IBM Lotus based solutions and services in
the fields of Email Management and Archiving, Cloud Computing, CRM, Corporate Compliance
and Administration. The GROUP business units offer "Collaborative Business Solutions" to sup-
port companies and end users in their daily work and to simplify business processes.

While competitors only offer partial solutions for collaborative systems, GROUP provides a
comprehensive and harmonized solution portfolio which includes all areas of collaboration. By
integrating GROUP solutions in business processes, companies and organizations achieve their
goals easier, faster and more efficiently.

Competencies

Central: GROUP solutions make it possible to manage and control business-critical process
from a central location, thus relieving both administrative staff and end users in their daily work.
With all users included on a company-wide basis using a server-based system, all of their oper-
ations can be controlled and managed from a central interface.

Uncomplicated: GROUP solutions feature outstanding usability and unmatched efficiency.
While reducing the necessary user interaction to a bare minimum, the server-based solutions
provide intelligent automatisms that contribute to increasing productivity and cost-effectiveness.

Compliant: Centrally defined processes ensure compliance with corporate policies and statuto-
ry requirements. Intuitive configuration options allow to flexibly adapt the solutions used to spe-
cific market requirements, corporate specifications or new laws.

Customers

GROUP is based in Europe and the USA. Companies worldwide rely on GROUP solutions for
the security, organization and efficiency of their systems. GROUP customers include well-
known companies from all over the world, such as Deutsche Bank, Ernst & Young, Honda, Hei-
neken, Allianz and Miele.

For further information please visit www.gbs.com
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Our product descriptions are of a general and descriptive nature only. They do not stipulate any
specific features nor do they represent any form of warranty or guarantee. We reserve the right
to change the specifications and design of our products without notice at any time, in particular
in order to keep abreast of technical developments. The information contained in this document
presents the topics from the viewpoint of GROUP Business Software AG at the time of publish-
ing. Since GROUP Business Software AG needs to be able to react to changing market re-
quirements, this is not an obligation for GROUP Business Software AG and GROUP cannot
guarantee that the information presented in it is accurate after the publication date. This docu-
ment is intended for information purposes only. GROUP Business Software AG does not extend
warranty for this document, in either explicit or implied form. This also applies to quality, execu-
tion, standard commercial practice or suitability for a particular purpose. All the product and
company names that appear in this document may be trademarks of their respective owners.

GROUP Business Software AG GROUP Business Software Corporation
MesseTurm 40 Wall Street, 33rd Floor

60308 Frankfurt / Germany New York, NY 10005 / USA

Phone: +49 69 789 8819-0 Phone: +1 212 995-2900

Fax. +49 69 789 8819-99 Fax. +1 212 995-2206

GROUP Business Software AG GROUP Business Software (UK) Ltd.
Ottostrasse 4 3 More London Riverside

76227 Karlsruhe / Germany London SE1 2RE / UK

Phone: +49 721 4901-0 Phone: +44 207 206 0001

Fax: +49 721 4901-199

info@gbs.com B RD l I P
www.gbs.com
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