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1 Introduction

1.1 Archiving of Email sand Groupware Content
A"M ust"or just" Niceto Have"?

The question whether archiving email and groupware information is necessary for a company or
not must be considered from various aspects. Firstly, you must consider the issue of the enorm-
ous increase in the volume of email and information and the associated increases in hardware
and infrastructure requirements.

On the other hand, underlying legal conditions in the areas of security and documentation of
business-relevant information - also from emails -are becoming more and more significant.
Companies6 sensitivity iavphreohthedTemvisonntbet has begn gtow-i s s pec
ing continuously for some time; the relevant court proceedings in the Nasdag and Nemax envi-

ronment have also contributed to this situation. Reports about million dollar fines due to non-

existent or incomplete documentation of email communication have left a lasting impression in

the judgment of these allied subjects.

In the medium term large as well as medium-sized enterprises will have to consider proper and
long-term backup of the information contained in emails - for space and performance reasons
and, just as important, from a legal aspect.

The sooner this step is taken, the lower the associated personnel and financial expenditure.
Basically, even a closer look at the achievable ROI must determine the decision in favor of a
modern archiving system or backing up data from groupware and email systems.

1.2 Good R easonsfor Archiving Email sand Groupware Content

Most companies are sitting on a
time bomb - and in most cases they
do not even realize this: email and
groupware systems have the poten-
tial to develop into a serious prob-
lem. Very few people know of the
many insidious traps that exist.
Those who are responsible choose to avoid the uncomfortable knowledge, according to the
motto: "If | don't see it, the others don't see it either."

Three questions illustrate the entire dilemma and should be examined in every company:

What is the situation regarding performance and availability of the email or group-
ware system?

What is the situation regarding legal and auditing compliance?

How efficient are administration and access to email and groupware content?
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Every email user knows the problem: the required disk capacity increases continuously while
performance decreases. If you take a look behind the scenes you can only frown at stand-alone
versions of the relevant email clients. The files in which the emails are stored easily grow to vo-
lumes between 100 and 200 MB; just one small error in these files - and, under certain circums-
tances, sémailsamlost @as @rofessional companies afford to take risks such as
this?

The performance problem of growing message quantities seems almost harmless in compari-

son. It gets on the staffodés nerves, acceptance for
on the other hand, costs for system administration and maintenance rise - exponentially - up-

dates and hardware upgrades are continuously required with the associated downtimes and

overtime. On top of this we have the flood of spam; email systems are blocked with advertising

garbage, in the worst-case scenario they become infected with viruses.

1.2.1 And We Keep Coming Back to the Enron Case

Even if many people have become used to the ghosts that gathered with the amendments to
the German Fiscal Code: there are still many more reasons to be concerned about the legal and
auditing reliability of email communication. Suddenly a quickly written email becomes relevant
from a legal aspect - you do not even have to think about the Nemax or Nasdaq proceedings:
every mailbox contains messages with the quality of a declaration of intention or legally binding
information. In most cases, people only bother about the question of how to prove that the email
is real and unaltered in a legal dispute when it is too late.

Efficiency in handling email also has to be questioned. In easy-to-handle quantities, you will find
everything again. But what if large volumes of email have to be looked through or the content
has to be made available to employees? What happens if individual emails have to be assigned
to customer files - even those that are not kept in Lotus Notes? And what if this is to comply with
strict archiving requirements and manipulation-proof storage?

1.2.2 Email Needs a Secure Archive

To cut a long story short: There are many reasons for storing or archiving emails in the same
way that this has been done in the past with paper or electronic documents. This is the only way
to relieve operative systems and reduce costs - especially by

limiting hardware requirements
reducing administrative expenditure
faster email access due to higher system performance
In particular the medium-sized software house GROUP Business Software AG has recognized
that a whole range of other, critical problems can be solved by using archives or storage sys-
tems. At an early stage the company developed systems in the Lotus environment for content
archiving and grew into the role of the market leaders for email and groupware archiving sys-
tems. Close contact with our customers and the flexibility led to the iQ.Suite Store solution,
which is strictly aligned t ohndogiesfoospeentileringaneg e d s . By
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compliance solutions, GROUP now offers a complete solution which covers all aspects of effi-
ciency, security, lifecycle management and compliance.

Storage-/
Spam Filtering Mailbox Archive System

u |
- T
T T W

1.2.3 Simple Im plementation through Interfaces

The most important features are the technology for extracting the content from the email and
groupware and the interfaces to the archive and storage systems. Because iQ.Suite Store is
based on a well tried and tested archiving technology there was no need to re-invent the wheel
for the nth time. This is directly reflected in the costs of acquisition and TCO for the customer. In
other words: the implementation costs are lower than you would expect right from the outsetd
especially in heterogeneous systems that you mainly encounter in real life.

"Incidentally”, this allows the rigid statutory underlying conditions, which are, for example, rele-

vant to companies as a result of the new German Fiscal Code, to be implemented. In addition to

efficientlong-t er m archi ving, as a fiside effecto other top
managed by linking email and archive systems.

System failures are not just expensive, but in the context of increasing IT dependency these can

very quickly take on existence threatening dimensions for some companies. This is why sophis-

ticated backup and recovery systems exist for traditional IT systems i databases, ERP applica-

tions, etc. In fact it is very surprising that providers of email and groupware systems have not
recognized this need for so |l ong, are not up to d
now beginning to look for solutions. iQ.Suite Store closes the high-risk gaps.

o)

1.2.4 Evolution: E mail in Files

Since the archive system treats emails like all other documents, when iQ.Suite Store archiving
is used it is a very easy task to allocate emails to individual customer files. In the age of elec-
tronic filing and process chains covering everything from supplier through producers and retail-
ers to the customer this is not just comfortable but should actually be considered vital. With
iQ.Suite Store there is no need to program complicated interfaces between email and operative
systems.

GROUP is particularly proud of this aspect. With iQ.Suite Store it is possible to link email and
workflow systems in such a way that incoming emails automatically trigger processes.
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2 iQ.Suite Store  for Lotus Domino

2.1 What is iQ.Suite Store for Lotus Domino

iQ.Suite Store for Lotus Domino is an interface between the Lotus Notes email and group-ware
system and | eading storage and archive systems.
thus, in principle, be used for all Notes applications.

With many different configuration settings and comfortable interfaces iQ.Suite Store is a univer-
sal and vital tool in every archive environment. Basic architecture:

Domino Server Notes Clients

_ I:II:I

Archiving Restore
Archive System i Jukebox
2.2 How D oes iQ.Suite Store for Lotus Domino Work?

iQ.Suite Store for Lotus Domino connects a storage/archive system with Notes applications
such as email databases. To manage the large number of connected applications in an opti-
mum manner, iQ.Suite Store is implemented with a consistent central administration tool and
central connections to the components.

Central administration is achieved via a configuration database. This contains all the necessary
parameters. This stock of parameters is a prerequisite for every access to the archive. The de-
sign of the user databases is slightly adjusted. Hence, depending on how the system is confi-
gured, users are able to archive manually, to search for documents, and also to retrieve docu-
ments. Some design elements are responsible for background archiving.
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The connection to the archive is implemented via the job database. Jobs for archiving and re-
trieval are created, administered and processed here. While archiving is always performed by
programs in the job database, you can retrieve data directly from the user/email databases if it
is configured accordingly. Diagram of how the system works:

DD

| | Request Store Program Libraries (dll‘s)
Documents j
Notes Client
Runtime environment for Agents ]
Store Domino Serve

Mail Database - Archive Client

MS Office (if conversion desired)

TIFF-/ PDF Converter
(if conversion desired)

Configuration Job
Database Database
Help I Archive System
Database
Log

Database
Archive Server

The iQ.Suite Store agents continuously write log entries in the log database. The system distin-
guishes between the front-end level for user activities and the back-end level for the processes.
The scope of logging per level is defined in the configuration database.

Processes
All requests are mapped and centrally processed on processes in the job database.

iQ.Suite Store for Lotus Domino is responsible for controlling the processes (archiving, retrieval,
query ...). All processes that are started are enabled and monitored cyclically. A special view
(queue) is assigned to each process in the job database on the Domino server. If the associated
process finds a request document here, it starts a predefined agent in the job database. This
agent executes the functions that have been allocated and administers the queue.
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3 iQ.Suite Store for Lotus Domino in Detall

3.1 Over view ofthe E ssential Functions

Archiving
Notes documents and attachments
Storage as Lotus XML / NSF (optionally in ZIP format)
Rule-based archiving according to configured criteria
Manual archiving
Single instance archiving
Archiving of folders
Conversion possibilities (TIFF) optional
Retrieval
Retrieval of stub documents
Research from Lotus Notes
Full text query, if this is supported by the connected archive
Deletion
Complete deletion after archiving
Partial deletion
Removal of document content (=> stub document)
Connecting mobile users
Domino Web Access

Statistic and evaluation

3.2 Detalils

3.2.1  Archiving

Lotus Domino documents (including file attachments) are archived completely automatically -
controlled by the central database - in the background according to the criteria that are set.

In addition to automatic archiving you can also archive manually. All you have to do is mark the
emails to be archived in your email database and trigger the archiving process via the extended
button "Archive".

When an archiving process is being executed, all email documents are archived - optionally in
XML or NSF format. This data can be used to retrieve all the fields of an email exactly as they
were in the original document. NSF formats are used to enable archiving of encrypted and/or
signed documents as well as MIME documents.

Other criteria are processed depending on the rules that are configured. For example, it is poss-
ible to delete the content of rich text fields (email body) and to remove file attachments. All that
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remains in the database are the "stubs" of the emails (link documents that point to the archive).
Special flags are set in the documents, which are evaluated in the views and folders. Flagging
archived or retrieved emails prevents them from being archived again.

Access Protection

In order to prevent unauthorized access to the archived data, the file name or the replica ID of
the querying email database is always entered in the index query. This prevents the sys-tem
accessing documents from external email databases.

Meta Data for Precise Retrieval

All the information contained in an email document is archived in the form of an XML/NSF file.
An index entry is also generated to support the search. The index values can be configured to
various degrees depending on the document.

3.2.2 Retrieving Archived D ocuments
There are two ways of retrieving archived email in iQ.Suite Store for Lotus Domino:

1. Ifthe message stubs are still available in the database, the flagged emails can be
completed using the retrieve function.

2. Documents can be retrieved when a fiRequesto h

3.2.3 Query

You can use the query function to search by field contents. The administrator uses the con-
figuration functions to define which fields will be made available in the search dialog.

If a query process has been started, a corresponding document is generated in the central job
database (JobDB). The search is then performed on the basis of this document and the results
are displayed in the email database. If the number of hits lies outside the predefined limit, a
message is generated to this effect. If the maximum number of hits defined in the con-figuration
is exceeded, you receive an email containing a list of all the hits that were found.

iQ.Suite Store determines all suitable archive entries on the basis of the search query. The orig-
inal emails are retrieved with no loss of data. This applies to text content, attachments and privi-
leges.

The emails are retrieved to their original folder and added to the correct view or folder according
to the sorting criteria. They are marked with the retrieval icon 1. Excerpt from a mailbox view
with archived and retrieved documents:

GROUP Business Software AG www.gbs.com Page 8
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@ MHew Memo @I Reply @ Forward Q Delete @ Falder @ Copy into o Tools Arch

Who |[ate *|5Size - Subject
Steven Spring 15/07 /2003 7E42 & Meedinto
£l Ines Ehrenberg 1640742003 10635 & Latest CAl Whitepaper 2.5.4
Tom Tailor 16/07/2003 10.685 Cuztomer Bequest!l!
= Suzan Summer 16/07/2003 1.031 Fie: System Installation
= Simon Mckelon  16/07/2003 183412 & Project SuperdRC
April Auturmn 1707 /2003 ¥.a4a ADEB Mewsletter: July 2003
e Mike McMasters  17/07/2003 4154029 & Project Information of Project Blus0AK,
£l Tom Tailor 170742003 2211 Project Folder "tMaN_Power"
B Suzan Summer 170742003 533.547 & Latest Management Template
Eai Mike Mchasters  18/07/2003 1.970 Summing-up RedBox Project
= | Steven Spring 18/07/2003 1.041 Fe: Support Contract
* Archiviat 24,/09/2003 1.796 Your queny request of 24/09/2003 12:43 [retrieval

When several emails have been retrieved, information emails with references to the respective
documents can be sent.

3.2.4 Delete Mechanisms after Archiving

iQ.Suite Store for Lotus Domino offers the possibility of deleting archived documents in order to
reduce the storage requirements of the Lotus Notes database and optimize performance.

An iQ.Suite Store process checks all archived/retrieved documents cyclically to ensure that the
delete conditions defined in the configuration are fulfilled. There are three levels:

1. Delete attachments
2. Delete attachments and text content
3. Delete entire document

The three levels can run sequentially.

3.2.5 Connecting M obile Users

3.25.1 Local Replicas

If you use a local replica of the application/email database, you also have all the necessary
iQ.Suite Store actions available. You can generate requests which are sent as emails. These
emails remain in the local mailbox until you log on to the system again. The requests are
processed in the application/email database on the server. The results are transferred to the lo-
cal replica by means of the replication process.

3.2.5.2  Offline Storage

A concept by the name of Offline storage was developed to provide employees who do not of-
ten have a connection to the archive server with the benefits of the iQ.Suite Store functionality.
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A local storage system which contains a sub-set of its archive documents is created. Users are
given in Lotus Notes functions to create and update this local storage system If you work locally
and open a stub document, the data is directly available.

3.2.6  Statistics/Export

A report is generated from the information stored in the request documents. This report enables
the administrator to make statements about response times and available storage space, for
example.

The Export function allows the reporting statistics to be exported to a CSV file (e.g. in Excel).

3.2.7 Domino Web Access

iQ.Suite Store for Lotus Domino may also be used on the intranet/Internet. If the email functio-
nalities are used with Domino Web Access, the most important functions of iQ.Suite Store are
sup-ported.

Welcome Mail ~+ Calendar - To Do List -+ Contacts -~ MNotebook -~

Inbox

Forward | Reft

Who Date Subject

Steven Spring 07/15/2003 FE42 & Meed info
& Ines Ehrenberg oFf1e/2003 10635 @ Latest CAI Whitepa

Tom Tailar 07/16/2003 10685 Custormer Request!
= Susan Surmmmer aFf1&/2003 1031 Re: Systern Install fefs

April Auturnn 07/17/2003 7848 ADB MNewsletter: Jul /=58
= Mike McMasters o7 17/2003 1063 Project Information of Project BlueOak
& Susan Surmmer oFf17/z003 583547 @ Latest Management Template

Mike McMasters 1665 Surnnni edBaox Project
g Spring :

3.3 User Interface

iQ.Suite Store for Lotus Domino fits seamlessly into the Notes user interface. Using the example
of the mailbox, it can be seen that the user functions can be used as a new pull-down menu.

@ Mew Memao @l Reply @ Forward 0 Delete @ Folder @ Copy into o Tools

@ Brchive ™

Who v|Size - S folder content:
Archived ema” 4 Steven Spring 15.07.2003 7743 @ Needinfo e
= ] Tom Tailor 1E.07.2003 32758 & Latest arcaTRL Query
Bai Suzan Surnmer 16.07.2003 15.667 & Fe System In:

_ & Apilbuumn  1G072003 183339 & Project Supeid 2::;?;?” -
Emails are marked —p . Tom Tallor 15072003 10782 CustomerReqy pooe s
for archiving = April Auturn 17.07.2003 2.044  ADE Newslette

Eai Susan Surnmer 17.07.2003 576.659 & Latest Manage Help
Retrieved ema” _>6d'-| Mike McMasters  17.07.2003 4153934 & Project Information of Project Blue0AK
-} Tom Tailor 17.07.2003 2208 Project Folder "tMAN_Power
Steven Spring 18.07.2003 37.082 &' Re: Support Contract
Mike McMasters  18.07.2003 1.665 Summing-up RedBox Project
Archivist 04.05.2004 B35 ‘r'our query request of 05.04.2004 16:15 [result list)
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3.4 Installation, Administration and C onfigur ation

3.4.1 Installation

To use iQ.Suite Store for Lotus Domino several design elements must be customized in an
email database. For example, the buttons to control user actions are integrated.

When the system is installed, the custeSBtmeg 6s mai l
for Lotus Domino mail template. This provides optimum support for customer customizations.

3.4.2  Administration and Configuration

iQ.Suite Store for Lotus Domino is administered and configured in a special central configura-
tion database.

All system users can be configured together and can thus be connected to the storage or arc-
hive system. Individual users (groups) can easily be configured with special conditions.

Examples of Possible Configuration Settings:

The conditions under which documents are to be automatically archived or deleted
from the email databases.

The delete rules which apply to archived or retrieved emails.
The visible actions that users are allowed to use
Parameters to archive and convert individual Notes screens (e.g. Memo, Response)

Define conversion settings for attachments, in which additional format should the file
attachments be stored in the archive system. If TIFF or PDF format is selected, the
attachment is converted to that format before being archived. This enables you to
archive attachments in a tamper-proof format.

GROUP Business Software AG www.gbs.com Page 11
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Camman I Furmatl EIDdyI Attachments TIFF | Attachments PDF | Lists and Names | Index List

File format ; )
O Ner In the format section, enter how the attachments and e-mail
BT bodies are to he treated.
O mmML
® %ML (smart)  Three storage formats are suppotted:

- , MNEF: Every document is stored in a separate Notes
Single-Instance-Archive @ ves O Na database This (single document) database is archived.
archive encrypted ® ves O No &L The entire document is exported in =kL format. Al
Documents texts, attachments, and fields {including privileges) are
. stared in this format.

=ML (smart): An attemptis always made to archive the
Body ' MNone :
document in =ML format. If problems ocour (e.g.
® TIFF encryption), the systerm uses the NSF format instead.
O RTF To archive aftachments in the Single Instance stare,
attachments ™ original enahle the "Single Instance Archive" option. Configure the
® TIFF Single Instance store in the archive server configuration
thatis used.
% rOF
Disable Excel's print area @ ves O No If wou wish, the complete archiving process can be
cancelled if errors ocour,
Converter error stops ® ves O No
archiving

Encrypted docurments can be excluded from archiving.

Ignore conversion of @® ves O No
e s gggimeerz\tJSSF and =ML (smarf) formats support encrypted

single-Instance-Archive for -~ @ ves O No “You can alsao archive the e-mail hady, the text content of
converted attachrments . T -
the body field. as a =eparate file in the archive.

Compression

Dacument ® ves O Mo The Skmodule can be also used for converted files.
Forfiled originals the Sl-module does not waorl.

Body O res @ No

Attachments ® rves O No

Whether iQ.Suite Store for Lotus Domino should compress the file attachments with
the ZIP algorithm before archiving them

Allocate Notes document fields to the index fields of the selected document class of
the storage/archive system

Configure the search dialog and hit lists
Configure the connected Domino server

Parameters for connection to the storage/archive system and the respective data-
base server

In principle, it is possible to have several storage/archive systems connected to and con-trolled
by the iQ.Suite Store server at the same time.
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4 FAQ

Which documents are archived?

In the configuration it is defined for each screen, in other words, each document type
when and how the archiving process stores a document. Archiving is carried out cyc-
lically according to rules and conditions.

If manual archiving is enabled in the user configuration, you can also store a docu-
ment in the storage/archive system before the regular cycle.

Are archived documents completely deleted?

Not necessarily; there are three delete levels: delete attachments, delete attach-
ments and text content, and delete the entire document. Which of these delete alter-
natives is enabled and when are defined centrally and user-specifically in the
iQ.Suite Storel | configuration.

In which format are documents archived?

In principle XML and NSF for Lotus Notes documents are available. File attachments
may also be archived in original, TIFF, or PDF formats; you may also integrate a ZIP
algorithm. Archiving formats are defined in the central configuration of the screens.

If an email was sent to several addresses, is it also archived several times?

iQ.Suite Store therefore offers the Single Instance Archiving functionality. The utilized
savings potential lies in the single archiving of multiple document attachments. It
does not matter whether an attachment has been sent to or received by several reci-
pients (even under different names) or if it was sent in a different context. The single
instance method used by iQ.Suite Store is based solely on the binary equivalence of
document attachments.

Can iQ.Suite Store for Lotus Domino be used for migration?

Yes i iQ.Suite Store for Lotus Domino supports migration.

How does iQ.Suite Store work with encrypted and signed emails?

For emails encrypted/signed emails it is recommended that the NSF format is used
for automatic archiving. This guarantees a correct archiving process. That also ap-
plies to MIME documents. You may also use a manual action - "Cancel encryption” -
before archiving.

Can mobile users also archive their documents with iQ.Suite Store?

Yes, Domino Web Access is supported. Browser access to the application database
provides the most important user functions.

Another alternative is using the offline functionality. In this case you work with a repli-
ca of your database. Either you have a sub-set of your archived data in an "offline
storage sys-tem" and can immediately retrieve the document as required. Or you
send your requests offline. These are stored until the next time you establish a con-
nection and are then processed immediately and provided as a replica.

Can iQ.Suite Store be used in a cluster environment?

Yes i iQ.Suite Store supports cluster environments.
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5 About GROUP Business Software

GROUP Business Software is the leading provider of IBM Lotus based solutions and services in
the fields of Email Management and Archiving, Cloud Computing, CRM, Corporate Compliance
and Administration. The GROUP business units offer "Collaborative Business Solutions" to sup-
port companies and end users in their daily work and to simplify business processes.

While competitors only offer partial solutions for collaborative systems, GROUP provides a
comprehensive and harmonized solution portfolio which includes all areas of collaboration. By
integrating GROUP solutions in business processes, companies and organizations achieve their
goals easier, faster and more efficiently.

Competencies

Central: GROUP solutions make it possible to manage and control business-critical process
from a central location, thus relieving both administrative staff and end users in their daily work.
With all users included on a company-wide basis using a server-based system, all of their oper-
ations can be controlled and managed from a central interface.

Uncomplicated: GROUP solutions feature outstanding usability and unmatched efficiency.
While reducing the necessary user interaction to a bare minimum, the server-based solutions
provide intelligent automatisms that contribute to increasing productivity and cost-effectiveness.

Compliant: Centrally defined processes ensure compliance with corporate policies and statuto-
ry requirements. Intuitive configuration options allow to flexibly adapt the solutions used to spe-
cific market requirements, corporate specifications or new laws.

Customers

GROUP is based in Europe and the USA. Companies worldwide rely on GROUP solutions for
the security, organization and efficiency of their systems. GROUP customers include well-
known companies from all over the world, such as Deutsche Bank, Ernst & Young, Honda, Hei-
neken, Allianz and Miele.

For further information please visit www.gbs.com
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Our product descriptions are of a general and descriptive nature only. They do not stipulate any
specific features nor do they represent any form of warranty or guarantee. We reserve the right
to change the specifications and design of our products without notice at any time, in particular
in order to keep abreast of technical developments. The information contained in this document
presents the topics from the viewpoint of GROUP Business Software AG at the time of publish-
ing. Since GROUP Business Software AG needs to be able to react to changing market re-
quirements, this is not an obligation for GROUP Business Software AG and GROUP cannot
guarantee that the information presented in it is accurate after the publication date. This docu-
ment is intended for information purposes only. GROUP Business Software AG does not extend
warranty for this document, in either explicit or implied form. This also applies to quality, execu-
tion, standard commercial practice or suitability for a particular purpose. All the product and
company names that appear in this document may be trademarks of their respective owners.

GROUP Business Software AG GROUP Business Software Corporation
MesseTurm 40 Wall Street, 33rd Floor

60308 Frankfurt / Germany New York, NY 10005 / USA

Phone: +49 69 789 8819-0 Phone: +1 212 995-2900

Fax. +49 69 789 8819-99 Fax. +1 212 995-2206

GROUP Business Software AG GROUP Business Software (UK) Ltd.
Ottostrasse 4 3 More London Riverside

76227 Karlsruhe / Germany London SE1 2RE / UK

Phone: +49 721 4901-0 Phone: +44 207 206 0001

Fax: +49 721 4901-199
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www.gbs.com
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