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1 The Challenges

Nowadays, there is an increasing demand for encryption of electronic correspondence across
the Internet. Issues such as data security, data integrity, legal provisions concerning data pro-
tection and protection against industrial espionage are the primary drivers of this demand.

When considering the introduction of an encryption solution in your organization, the key issue
that must be addressed is how widespread is the use of encryption systems and PKIl infrastruc-
tures among your external communication partners?

In this connection, iQ.Suite customers distinguish between two approaches:

1 The iQ.Suite customer can assume that external communication partners are also in
possession of an encryption solution and/or PKIl infrastructure. The external partner
therefore requires an S/MIME or PGP software solution.

1 The iQ.Suite customer must proceed under the assumption that external communication
partners do not possess an in-house encryption solution.

The solution:

1 In cases where external partners are using an encryption solution, we recommend
iQ.Suite Crypt. The iQ.Suite Crypt system provides flexible configuration options that
enable encryption guidelines applicable throughout the company to be specified at a
central location. It also uses powerful, asymmetric and symmetric standard procedures
such as PGP or S/IMIME.

1 In cases where the external partner is unlikely to have installed an encryption solution,
the additional iQ.Suite WebCrypt module now offers a convenient and secure solution.

1 The iQ.Suite Crypt product family marke tintroduction for the first time of trustwo
thy email communication for all!
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2 iQ.Suite WebCrypt Requirements

This section deals with the general considerations concerning WebCrypt and presents the com-
prehensive range of functions that the encryption solution has to offer.

Previous efforts aimed at establishing PKlI-based encryption systems have given rise to the fol-
lowing observations:

1. The diverse guidelines relating to the organization of legally compliant PKI structures
are complex and are rarely accepted.

2. The infrastructure required for an email encryption system is seldom in place, or is not
acceptable.

3. Neither S/IMIME nor PGP have succeeded in gaining universal acceptance.

4. The popularity and implementation of iQ.Suite Crypt shows that easily manageable sys-
tems combined with a high degree of transparency for end users are nevertheless suc-
cessful. However, these systems are stretched to their limits when external communica-
tion partners are not equipped with adequate infrastructures of their own.

For this reason, the focus on simplicity and the use of standard methods for external end-users
played a significant role during the development of iQ.Suite WebCrypt. The aim was to enable
iQ.Suite WebCrypt to be used in conjunction with a simple standard email client and any web
browser. Communication had to secure and reliable, without the need for S/IMIME certificates or
PGP keys on the external partner side.

Sample scenario using iQ.Suite Crypt

Situation: a company is using iQ.Suite Crypt without WebCrypt. An established communication
guideline requires that all email traffic be encrypted. An internal user sends a message and ad-
dresses it to two external recipients.

iQ.Suite Crypt automatically searches for a matching S/MIME certificate or PGP key for both re-
cipients. An S/MIME certificate exists for recipient A and the message is encrypted accordingly,
and delivered to this recipient. However, no relevant entry exists for recipient B. As a result, the
message is not sent to this recipient, in line with regulations, and both the sender and the ad-
ministrator are informed.

Challenge: Although the communication guidelines are adhered to in this case, the situation
leads to a break in the communication path and alternative transmission routes must be found.

Solution: The additional iQ.Suite WebCrypt module enables automated, password-protected
transmission using HTTPS encryption, thus guaranteeing seamless communication.
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3 Description of Functions

iQ.Suite WebCrypt is designed as an additional software module for iQ.Suite Crypt. iQ.Suite
WebCrypt integrates as a separate server into the global compliance concept of the iQ.Suite.

3.1 System Requirements

iQ.Suite WebCrypt requires a separate server, which must also be compatible with Linux oper-
ating systems.

iQ.Suite Requirements

iQ.Suite 11 for Domino + iQ.Suite Crypt

iQ.Suite 7 for Microsoft Exchange/SMTP + iQ.Suite Crypt

Hardware Requirements

Processor Main Memory Hard Disk

Minimum 1 GHz, Intel x86 1 GB RAM 40 GB IDE
compatible

Recommended 2 GHz, Intel Dual- 4 GB RAM 180 GB SCSI/SATA
Core, x86 compatible

Operating System

Ubuntu Linux 7.1.0 or newer Red Hat Linux (planned)

SUSE Linux (planned)

Database System

MySQL PostgreSQL Microsoft SQL Serv-
er

Oracle

Along with a vertical scalability using more powerful hardware, iQ.Suite allows for horizontal
scaling by using multiple server systems in a distributed system. This is described in more detail
in Section 4.3.
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3.2 System Environment

The iQ.Suite WebCrypt system is based by default on an Ubuntu Linux System that is optimized
from a security perspective. The module is available in two installation variants:

1 iQ.Suite WebCrypt full installation
The full installation of WebCrypt allows you to carry out a straightforward installation of
a complete Linux system that is optimized for use with WebCrypt. No additional soft-
ware components are required.

1 iQ.Suite WebCrypt software package
The WebCrypt software package is used for individual installations on suitably confi-
gured server systems. In this instance, only the iQ.Suite WebCrypt software is supplied
— all other components (operating system, Web Services, database) must be separately
installed.

3.2.1 Installation

For the WebCrypt full installation, a user-friendly and convenient installation wizard rapidly
guides the customer through the process of installing a full-fledged Linux system. Once the in-
stallation script has run, WebCrypt is available and can then be configured and administered
from any third-party system with the help of a web interface.

To enable customers to set up a WebCrypt server farm comprising multiple systems, the solu-
tion also contains a simple role management function for controlling membership of a farm.
Special hardware or complex cluster systems are not required.

3.2.2 Databases

To facilitate the use of any existing database systems, or to comply with corresponding corpo-
rate guidelines, it is possible to integrate external DBMS into the WebCrypt system environ-
ment. Depending on the particular platform in use, these can be accommodated on the Web-
Crypt server itself, or on additional servers.

3.2.3 Encryption

Email data for transmission to the recipient is encrypted using Blowfish encryption. However,
the Internet connections are also encrypted by an HTTPS connection. A customer-specific SSL
certificate can be used in this case and is configured from the administration interface.

3.3 Administration

Most of the administration and configuration tasks for iQ.Suite WebCrypt are performed using a
web interface that supports all current web browsers.

A distinction is made between three main administration areas, each of which is explained in
detail in the following sections.
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3.3.1 Configuration

In the first instance, the configuration is oriented towards the basic configuration, but also allows
for adjustment of the user interface and to the administration of data security, system users and
system logs.

The following key system settings are administered in the basic configuration:

Network
Databases
Cluster nodes
SMTP settings
Certificates

=a =4 4 4

The extensive range of options for adjusting the visual appearance of the user interface per-
forms an important role in strengthening customer acceptance and loyalty. These options ena-
ble the web interface for the WebCrypt recipient to be customized in harmony with the corporate
image.

3.3.2 User Administration

iQ.Suite WebCrypt makes provision for separate administration of end users. For each recipient
of an encrypted message, the system automatically creates a user, which provides access to
the sensitive emails. The entire process of creating the user, assigning and activating the pass-
word is fully automated.

All iQ.Suite WebCrypt end users are administered and monitored using the administration inter-
face. In addition, comprehensive default settings can be created for all users, or for individual
users.

Since WebCrypt does not store the email data of the end users at any time (see 4.1), there is no
need for complex data management systems. Only user settings are stored, which significantly
reduces both the level of data administration and the level of complexity required to ensure se-
cure operation.

3.3.3 Monitoring

The monitoring area in the iQ.Suite WebCrypt server allows for centralized monitoring of the
server farm and of open user sessions.
3.4 User Interfaces

With iQ.Suite WebCrypt, the recipient of an encrypted message has the option of decrypting it
using a convenient web application. To do this, the user must first register his password before
the encrypted data in the email is decrypted and displayed on the WebCrypt server.
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Likewise, WebCrypt allows the recipient to store the decrypted message on his computer and to
compose a secure response to the person who sent the message.

4  System Architecture

This section explains the background of the iQ.Suite WebCrypt architecture and provides an
outline of its implementation.

4.1 Design Goals

As mentioned at the outset, one of the key design goals of iQ.Suite WebCrypt is to facilitate en-
crypted email communication with recipients who are not equipped with their own encryption
technology and solution.

Since end users, in particular, have to take into consideration as potential email recipients, the
solution also had to offer the following features:

1 A simple, intuitive user interface
1 Automatic user registration
1 A configurable path for forwarding the user password

An additional area of emphasis during the development of the solution was to ensure smooth
implementation along with low-maintenance operation. On data security and data management
grounds, the ultimate aim in this context was to avoid redundant, separate storage of data for
encryption on the WebCrypt server.

The implementation of iQ.Suite WebCrypt offers a comprehensive and straightforward system
installation and — most importantly — uncomplicated scalability which guarantees that individual
load requirements are accommodated at all times.

Moreover, the process of integrating the WebCrypt solution does not require any changes or
modifications to the existing email infrastructure. As a result, changes to routing paths, email
gateways etc. are not required.

4.2 Implementation Scenarios

iQ.Suite WebCrypt is a modular enhancement of iQ.Suite Crypt. Conceived as a web applica-
tion for external end users, the module is designed as an add-on to the company’s Internet in-
terface (DMZ). Careful selection of system components and the implementation of standard se-
curity technologies ensured that the special security requirements that arise in this situation are
fully satisfied.
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4.2.1 Standard Configuration of iQ.Suite WebCrypt

The following diagram illustrates how a standard iQ.Suite WebCrypt environment interacts with
all of the communication interfaces involved.

N _ —N—
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Sender E-Mail Server iQ.Suite WebCrypt Server
with iQ.Spite Crypt

8

External Recipient
w/o encryption software

4.2.2 Email Communication in an iQ.Suite Crypt Scenario

The structure shown above can be used to represent all the security requirements relating to
email communication, as shown in the diagram below.
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4.2.3 WebCrypt Email Communication (Recipient Scenario)

Delivery of encrypted e-mail >
with link to recipient

¢ HTTPS-Login and Upload to AN
iQ.Suite WebCrypt Portal
® NS
{ SN
Decryption and HTTPS-Download
of decrypted message
iQ.Suite WebCrypt Server External Recipient

HTTPS Root (0 s6nd w/o encryption software
¢ -Reply to sender. >
Local archiving of decrypted message.

If we focus on the typical sequence of WebCrypt communication steps, the following process
becomes clear:

1. The WebCrypt message is sent to the recipient as an encrypted HTML attachment to a
conventional email.

2. By using the web link contained in the legible part of the email, the recipient accesses
the WebCrypt Internet portal, which is secured by HTTPS. Here, he must log in by en-
tering his
email address and the password, which is sent separately.

3. Atfterit is automatically uploaded, the encrypted email is decrypted and displayed using
the recipient’s personal key.

The recipient now has the option of sending a secure response in the WebCrypt Internet portal,
or saving the message in decrypted form locally on his computer.

4.3 Scaling

In addition to its role in equipping/upgrading existing server systems, the WebCrypt system can
easily be expanding based on scale-out with the help of extra WebCrypt servers.

In a multi-node environment of this type, a distinction is made between two roles:

1 WebCrypt Head Node
The head node of a WebCrypt installation performs a special role. It is responsible for
distributing and administering any queries, but can also function in parallel as a work
node.
If the head node fails, another work node can easily be configured to perform the role.

GROUP Business Software AG www.gbs.com Page 9



white @ paper m

1 WebCrypt Work Node
A work node operating as part of a multi-node system performs the tasks assigned to it
and responds to queries from the WebCrypt system.
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E-Mail Server iQ.Suite WebCrypt iQ.Suite WebCrypt

with iQ.Suite Crypt Head Node Work Node

External Recipients iQ.Suite WebCrypt iQ.Suite WebCrypt
w/o encryption software Work Node Work Node
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5 About GROUP Business Software

GROUP Business Software is the leading provider of IBM Lotus based solutions and services in
the fields of Email Management and Archiving, Cloud Computing, CRM, Corporate Compliance
and Administration. The GROUP business units offer "Collaborative Business Solutions" to sup-
port companies and end users in their daily work and to simplify business processes.

While competitors only offer partial solutions for collaborative systems, GROUP provides a
comprehensive and harmonized solution portfolio which includes all areas of collaboration. By
integrating GROUP solutions in business processes, companies and organizations achieve their
goals easier, faster and more efficiently.

Competencies

Central: GROUP solutions make it possible to manage and control business-critical process
from a central location, thus relieving both administrative staff and end users in their daily work.
With all users included on a company-wide basis using a server-based system, all of their oper-
ations can be controlled and managed from a central interface.

Uncomplicated: GROUP solutions feature outstanding usability and unmatched efficiency.
While reducing the necessary user interaction to a bare minimum, the server-based solutions
provide intelligent automatisms that contribute to increasing productivity and cost-effectiveness.

Compliant: Centrally defined processes ensure compliance with corporate policies and statuto-
ry requirements. Intuitive configuration options allow to flexibly adapt the solutions used to spe-
cific market requirements, corporate specifications or new laws.

Customers

GROUP is based in Europe and the USA. Companies worldwide rely on GROUP solutions for
the security, organization and efficiency of their systems. GROUP customers include well-
known companies from all over the world, such as Deutsche Bank, Ernst & Young, Honda, Hei-
neken, Allianz and Miele.

For further information please visit www.gbs.com

GROUP Business Software AG www.gbs.com Page 11


http://www.gbs.com/

white Hpaper E
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Our product descriptions are of a general and descriptive nature only. They do not stipulate any
specific features nor do they represent any form of warranty or guarantee. We reserve the right
to change the specifications and design of our products without notice at any time, in particular
in order to keep abreast of technical developments. The information contained in this document
presents the topics from the viewpoint of GROUP Business Software AG at the time of publish-
ing. Since GROUP Business Software AG needs to be able to react to changing market re-
quirements, this is not an obligation for GROUP Business Software AG and GROUP cannot
guarantee that the information presented in it is accurate after the publication date. This docu-
ment is intended for information purposes only. GROUP Business Software AG does not extend
warranty for this document, in either explicit or implied form. This also applies to quality, execu-
tion, standard commercial practice or suitability for a particular purpose. All the product and
company names that appear in this document may be trademarks of their respective owners.

GROUP Business Software AG GROUP Business Software Corporation
MesseTurm 40 Wall Street, 33rd Floor

60308 Frankfurt / Germany New York, NY 10005 / USA

Phone: +49 69 789 8819-0 Phone: +1 212 995-2900

Fax: +4969 789 8819-99 Fax: +1212995-2206

GROUP Business Software AG GROUP Business Software (UK) Ltd.
Ottostrasse 4 3 More London Riverside

76227 Karlsruhe / Germany London SE1 2RE / UK

Phone: +49 721 4901-0 Phone: +44 207 206 0001

Fax: +497214901-199

info@gbs.com B RD l I P
www.gbs.com
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